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The Institute of Osteopathy
Privacy Notice

The Institute of Osteopathy and the Osteopathic Foundation is committed to protecting and respecting
your privacy.

For the purposes of this Privacy Policy, the Institute of Osteopathy and the Osteopathic Foundation are
interchangeable and the details set out herein apply, unless otherwise stated, to both organisations.

This Data Privacy Policy, together with the website terms of use and any other data protection
documents including those that refer to our terms of use, sets out the basis on which any personal data
collected from you, or that you provide, is processed by us. Please read the following carefully to
understand how your personal data will be processed.

For the purpose of the UK General Data Protection Regulations 2021, the Data Protection Act 2018 and the
Privacy and Electronics Communication Regulations 2003, the Data Controller for both organisations is the
Institute of Osteopathy of 3 Park Terrace, Manor Road, Luton, Bedfordshire LU1 3HN (registration number
2391297).

This Privacy Policy applies to both our website and when our team process your personal.

We may collect and process the following personal data about you:

Information that you provide by filling in forms on our site www.iosteopathy.org, and/or email us. This includes
information provided at the time of membership registration, subscribing to our service or requesting further
services, such as your name, email address, address, telephone number, bank details, profile picture and
where required additional personal information. Any personal data provided may be processed for the
purposes of providing our services and communicating with you.

We may also ask you for information when you report a problem with the website. This could include your
name, email address and even membership details. This is for the purpose of operating our website, and the
legal basis for this processing is legitimate interests.

If you contact us, we may keep a record of that correspondence.

We may also ask you to complete surveys that we use for research purposes, although you do not have to
respond to them.

Legal basis for personal data processing:

The legal basis for processing depends on the purpose:
Consent where you have voluntarily supplied the information;
Performance of a contract when you sign up for membership and associated services;

Legitimate interests when we promote the services offered by either one or both organisations, raise money
and the administration of our business requirements;

Legal obligation when we are required to collect and/or divulge information to government, the inland
revenue, courts and for any other statutory requirements;
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Vital interests, where we are required to protect you and/or your patients.

IP addresses, cookies and other websites

We may collect information about your computer, including where available your IP address, operating system
and browser type, for system administration and to report aggregate information to our advertisers. This is
statistical data about our users’ browsing actions and patterns and does not identify any individual and we will
not collect personal information in this way.

We may obtain information about your general internet usage by using a cookie file which is stored on the hard
drive of your computer. Cookies contain information that is transferred to your computer’s hard drive. The legal
basis for this is our legitimate interest, as they help us to improve our site and to deliver a better and more
personalised service. They enable us to:

e estimate our audience size and usage pattern

e store information about your preferences, and so allow us to customise our site according to your
individual interests

e speed up your searches and recognise you when you return to our site

You may refuse to accept cookies by activating the setting on your browser which allows you to refuse the
setting of cookies.

However, if you select this setting, you may be unable to access certain parts of our website. Unless you have
adjusted your browser setting so that it will refuse cookies, our system will issue cookies when you log on to
our website. Please see our Cookies Policy for more information.

The website may contain links to and from the websites of our partner networks, advertisers and affiliates. If
you leave our website via a link or otherwise, you will be subject to the Privacy Policy of that website provider.
We have no control over that policy or the terms of the website and you should check their Privacy Policy
before continuing to access the site.

Where we store your personal data

Some of the personal data that we collect from you will be stored outside the UK and European Economic Area
(“EEA”) including with Basecamp, which is an organisational solution provider. Basecamp has signed a UK
Data Processing Addendum, to allow the sharing of personal data.

Personal Data may also be processed by staff operating outside the EEA who work for us or for one of our
suppliers. Such staff may be engaged in, among other things, the fulfilment of your order, the processing of
your payment details and the provision of support services. By submitting your personal data, you agree to this
transfer, storing or processing. We will take all steps possible to ensure that your data is treated securely and
protected in accordance with UK GDPR.

All information you provide to us is stored on our secure servers. Any payment transactions will be encrypted.
Where we have given you (or where you have chosen) a password which enables you to access certain parts
of our site, you are responsible for keeping this password confidential. We ask you not to share your password
with anyone.

Unfortunately, the transmission of information via the internet is not completely secure. Although we will do our
best to protect your personal data, we cannot guarantee the security of your data transmitted to our site; any
transmission is at your own risk. Once we have received your information, we will use strict procedures and
security features to try to prevent unauthorised access.
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Uses made of the information

We use information held about you in the following ways:

To ensure that content from our site is presented in the most effective manner for you and for your
computer.

To provide you with information, products or services that you request from us or which we feel may
interest you.

To carry out our obligations arising from any contracts entered into between you and us.

To allow you to participate in interactive features of our service, when you choose to do so.

To notify you about changes to our service.

Disclosure of your personal data to others

We may disclose your personal information to certain third parties:

We are under a duty to disclose or share your personal data in order to comply with our legal
obligations. This includes exchanging information with other companies and organisations for the
purposes of fraud protection and credit risk reduction.

Basic information may be shared with our professional advisors and service providers.

We may also disclose your data to third party EU based providers of goods or services which may be of
interest to you and we or they may contact you about these by post or telephone. Each third party will
share their privacy policy with you on making contact.

Retaining your personal data

We will only retain personal data for as long as it is necessary to fulfil the purpose for which it was collected
and our legal obligations. Members’ records will be retained for seven years after they resign.

Personal data concerning past beneficiaries of grants and/or loans through the Osteopathic Foundation will be
retained for a minimum of 12 years.

For personal data retained for other purposes such as employment records, interviewees and for marketing
purposes please see our Data Retention Schedule below.

Your rights

You have the right to:

Access your personal data, including being notified of the details of what personal data is held, the
purposes of the processing and who it is shared with;

Rectification of personal data that is incomplete or inaccurate;

Erasure of your personal data in some circumstances; i.e. when it is no longer necessary for the
purposes for which it was collected, you withdraw consent or you object to its processing;
Restrict processing of your personal data;

Object to processing of your personal data;

Data portability;

Complain to a supervisory authority;

Withdraw consent;

Exercise any of your rights in relation to your personal data at any time by contacting us at
enquiries@iosteopathy.org.
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Access to information

You can request the following information:

o Identity and the contact details of the person or organisation that has determined how and why to
process your personal data.

¢ Contact details of the data protection officer, where applicable.

o The purpose of the processing as well as the legal basis for processing.

If the processing is based on the legitimate interests of the business and information about these

interests.

The categories of personal data collected, stored and processed.

Recipient(s) or categories of recipients that the data is/will be disclosed to.

How long the personal data will be stored.

Details of your rights to correct, erasure, restrict or object to such processing.

Information about your right to withdraw consent at any time.

How to lodge a complaint with the supervisory authority (ICO).

Whether the provision of personal data is a statutory or contractual requirement, or a requirement

necessary to enter into a contract, as well as whether you are obliged to provide the personal data and

the possible consequences of failing to provide such data.

e The source of personal data if it wasn’t collected directly from you.

¢ Any details and information of automated decision making, such as profiling, and any meaningful
information about the logic involved, as well as the significance and expected consequences of such
processing.

To access what personal data is held, identification will be required

The iO will accept the following forms of ID when information on your personal data is requested:

A copy of your driving licence, passport, birth certificate and a utility bill not older than three months. A
minimum of one piece of photographic ID listed above and a supporting document is required.

If the organisation is dissatisfied with the quality, further information may be sought before personal data can
be released.

All requests should be made to enquiries@iosteopathy.org or by phoning 01582 488 455 or writing to us at the
address below.

Changes to our Privacy Policy

Any changes we may make to our Privacy Policy in the future will be posted on this page and, where
appropriate, notified to you by email. However, we advise that you check this page regularly to keep up to date
with any necessary changes.

Complaints

In the event that you wish to make a complaint about how your personal data is being processed you have the
right to complain to us. If you do not get a response within 30 days you can complain to the ICO.

In the first instance please contact: the Institute of Osteopathy of 3 Park Terrace, Manor Road, Luton,
Bedfordshire LU1 3HN, email: enquiries@iosteopathy.org or telephone 01582 488 455
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ICO

Wycliffe House, Water Lane, Wilmslow, SK9 5AF Telephone +44 (0) 303 123 1113 or email:

https://ico.org.uk/global/contact-us/

Version 4 of this Privacy Policy was last updated 25 April 2024.

Data Retention Schedule

Document

Retention Period

Employees: CVs interview notes, references etc

During the employment period and 7
years afterwards. Material will then be
pared down after the individual has
left. Some information will be retained
for references.

Unsuccessful job applicants, speculative CVs, interview notes
and unsuccessful candidates

6 months.

Payroll & wage records including maternity pay & sickness
records

Legal compliance is outside the scope
of UK GDPR. Data will be retained until
no longer required, typically after 7
years.

Employment contracts, training records, promotions,
performance reviews for both permanent & temporary
employees

During the employment period and 7
years afterwards. Material is pared
down where no longer required.

Emails concerning members and suppliers

2 years

Driving licences and passports

Until no longer needed for legal
compliance, 6 months after contract
ends.

Foreign national identification documents —
Immigration (Restrictions on Employment) Order 2007/329.

Until no longer needed, it will then be
destroyed after 24 months.

Information relating to pension schemes

Until no longer needed, it will then be
destroyed after 24 months

Accident reports

12 years, but longer in the event of a
pending legal claim.

Confidentiality & NDAs - Limitation Act 1980

Duration of the relationship plus 7

required

years.
CCTV records 3 months.
Phone calls — can be retained for legal reasons until no longer | 12 months.

Litigation Until no longer needed.
Marketing surveys and research 24 months.
Complaints 3 years after the complaint has been

resolved.
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Photographic images and videos (with identifiable individuals).
iO should record the name (if available); date; event/occasion;
permissions, type and duration; history of use. Used on
literature, the website etc

3 years.

Membership records and data

Duration of membership and 7 years
after the relationship ends.

Web forms - e.g. enquiries, survey responses

1 year.

Credit and DBS checks

Duration of any employment contract
or agreement plus 12 months.

Bank account details

Duration of any employment contract
or agreement plus 12 months.

Other unspecified personal data

7 years.

Private Company Accounts, books, records, financial
statements, audit reports, profit & loss accounts. Governed by
the Companies Act 2006. Outside the scope of UK GDPR

Permanently.

Osteopathic Foundation - people it has supported with
funding

12 years since last interaction and/or
email.
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